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Trademarks

• The following are trademarks or registered 
trademarks of the International Business Machines 
Corporation:
– IBM OS/390
– z/OS MVS/DFP
– MVS/ESA RACF
– SecureWay VTAM
– S/390 Series z
– DB2 CICS

• UNIX is a registered trademark of The Open Group 
in the United States and other countries.
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The Auditors Concerns at a High Level 

• Are the procedures and practices consistent with 
documented policies?

• Are procedures and practices consistent with the 
requirements of regulations or legislation?

• Are procedures and practices generally consistent with a 
policy of “least privilege”? 

( i.e. access to all resources required to perform the tasks 
associated with any particular job description, but no more.) 

• Are practices being followed for which insufficient controls 
or insufficient separation of duties are allowed?
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CICS Processing Environments

Production Data

AOR

Test Region

TOR

Production

AOR

CICSPLEX

Test Data



5©2009 Vanguard Integrity Professionals, Inc.

Production Environment

Marketing Data

AOR
ACCOUNTING

TOR

AOR
MARKETING

Accounting Data
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Issues for Data accessible from CICS

• What security is appropriate for each CICS environment?

• How are applications migrated between environments? 

• What data should each CICS region have access to? 

• Who can log on or sign on to each CICS environment? 

• What transactions should these users have access to, 
determined by their role or job description?

• Is transaction security alone sufficient to provide adequate 
control and separation of duties?
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Presentation Topics

• CICS Region Controls 

• CICS Sign-On Controls

• CICS Transaction Security Controls

• CICS Command Security Controls

• CICS Resource Security Controls

• CICS Intercommunication

• CICS Surrogate Job Submission
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“Best Practices” for CICS Regions

• An entry for DFHSIP in the MVS Program Properties 
Table (PPT), PARMLIB Member SCHEDxx, should 
never include the ‘NOPASS’ keyword  

• CICS Started Tasks should never be “Privileged” or 
“Trusted”.

• CICS Region user IDs should be “Protected”

• CICS Region user IDs should not have “Operations”

• Each CICS Region should run under a unique user ID

• Any Jobs submitted from a CICS Region should run 
under an explicitly specified userid

• VTAMAPPL Authorization should be used to ensure a 
fixed relationship between Region Userid and APPLID
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Defining User IDs for Each CICS Regions

Test Region

CICSTST

Production Region

CICSPRD2

AU CICSTST DFLT(CICSTSTG) OW(CICSTSTG) NOPASSWORD

AU CICSPRD1 DFLT(CICSPRDG) OW(CICSPRDG) NOPASSWORD

CICSADM

CICSPRDG

CICSPRD2

CICSADM

CICSTSTG

CICSTST

CICSPRD1

Production Region

CICSPRD1
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Assigning RACF User IDs

Test Region

CICSTST

Production Region

CICSPRD1
CICSADM

CICSPRDG

CICSPRD1

CICSADM

CICSTSTG

CICSTST
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Controlling the Opening of VTAM ACBs

//CICSRUN JOB   CICSP1,USER=CICSPRD

//CICSP1 EXEC PGM=DFHSIP,PARM=('SIT=P1')

//DD1            DD      - - - - - - - - - - - -

//DD2            DD      - - - - - - - - - - - -

- - - - - - - - - - - - - - - - - - -

- - - - - - - - - - - - - - - - - - -

DFHSIT TYPE=CSECT, 

: :

APPLID=ACICSP1,

: :

: :

: :

USERID=CICSPRD

APPLID=ACICSP1

DFHSITP1

LOGON APPLID ACICSP1
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Opening the Wrong VTAM ACB

//CICSTST JOB   CICST1,USER=CICSTST

//CICST1 EXEC PGM=DFHSIP,PARM=('SIT=P1')

//DD1            DD      - - - - - - - - - - - -

//DD2            DD      - - - - - - - - - - - -

- - - - - - - - - - - - - - - - - - -

- - - - - - - - - - - - - - - - - - -

DFHSIT TYPE=CSECT, 

: :

APPLID=ACICSP1,

: :

: :

: :

USERID=CICSTST

APPLID=ACICSP1

DFHSITP1

LOGON APPLID ACICSP1

VTAM ABEND !
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RACF Profiles for VTAM Applications

RDEF VTAMAPPL ACICSP1 UACC(NONE) OW(CICSADM)

PE ACICSP1 CLASS(VTAMAPPL) ID(CICSPRD1) AC(READ) 

SETR CLASSACT(VTAMAPPL) RACLIST(VTAMAPPL)

ACICSP1 CICSADM NONE CICSPRD/READ

VTAMAPPL Class Owner                     UACC Access List
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Protecting CICS Data Sets

STEPLIB

DFHRPL

CICS 
System 

Data Sets

Business 
Data

CICS Programs 
and Table 
Libraries

CICS Programs 
and Table 
Libraries

Non-Shared LibrariesShared Libraries

Business Data sets
VSAM and BDAM 

(FCT)
Business Data Sets
Sequential (DCT)

Data Bases

DFHTEMP (TS)
DFHINTRA (TD)

Logs/Journals
Restart/Catalogs

Trace/Dump

DFHCMACD

Resource Tables
DFHCSD

CICS Appl Programs

Resource Tables
DFHCSD

CICS System Programs

DFHSITxx's

CICS Auth'd Programs

DFHSITxx's
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JES User ID Propagation

Data Sets

CICSPRD

JES

TRNA

//TRNA JOB   acctnum,USER=CICSPRD
- - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - -

SUBMIT

//TRNA JOB   acctnum,
- - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - -

TRNA

ARTM
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Preventing JES Propagation

CICSPRD

JES

TRNA

//TRNA JOB   acctnum,USER=CICSPRD
- - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - -

SUBMIT

//TRNA JOB   acctnum,
- - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - -

TRNA

ARTM

SETR CLASSACT(PROPCNTL)

RDEF PROPCNTL CICSPRD UA(NONE)

SETR RACLIST(PROPCNTL)

PROPCNTL class profile

CICSPRD UA(NONE)

RACF Database
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Surrogate Job Submission

CICSPRD

JES

TRNA

//TRNA JOB   acctnum,USER=ARTM
- - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - -

SUBMIT

//TRNA JOB   acctnum,USER=ARTM
- - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - - - - - - -

TRNA

ARTM

SETR CLASSACT(SURROGAT)

RDEF SURROGAT ARTM.SUBMIT UA(NONE)
PE ARTM.SUBMIT CL(SURROGAT) ID(CICSPRD) AC(READ)
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Application Specific User IDs

TRNA

(Payroll)

ARTM

CICSPRD

ANN

BOB

BILL

//TRNA     JOB   acctnum,USER=PAYROLL
. . .         . . .    . . .    . . .    . . .    . . .

JES

SUBMIT

CICSPUSR

AU PAYROLL OW(…) DFLT(…) NOPASSWORD …

RDEF SURROGAT PAYROLL.SUBMIT UA(NONE)
PE PAYROLL.SUBMIT CL(SURROGAT) ID(CICSPRD) AC(READ)

RACF Database

SURROGAT class profile

PAYROLL.SUBMIT   CICSPRD / READ

Transaction class profiles

TRNA CICSPUSR / READ
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Surrogate Job Submission Review

• Control CICS Region Userid Propagation
– PROPCNTL Class

• Define application specific User IDs to RACF

• Define SURROGAT Profiles
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Activating RACF Security within CICS

:

:

SEC = YES

APPLID = ACICSP1

DFLTUSER =

XUSER = 

SNSCOPE =

:

:

DFHSITP1

GROUP

USER

APPL

SURROGAT

RACF Data Base
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Activiting RACF Security for CICS 

• Enabling the CICS Sign-on Function 

– Allows only RACF defined users to perform 
sign-on to CICS

– Allows authorization for the particular CICS 
region or CICSPLEX TOR accessed via APPL 
class authorization

– Allows authorization for the particular
terminal or console from which the
sign-on is performed

– Allows control of concurrent sessions for the 
same user ID
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Defining CICS Users to RACF

AU ANN OW(CICSPUSR) NAME('ANN SMITH') PA(Z1K42) DFLT(CICSPUSR)
CICS(OPCLASS( ) OPIDENT ( ) OPPRTY( ) TIMEOUT( ) XRFSOFF( )) 
LANGUAGE(PRIMARY( ) SECONDARY( ))

PRIMARY SECONDARYXRFSOFFTIMEOUTOPCLASS OPIDENT OPPRTY

1 to 24 FORCE 
NOFORCE

0 to 60
HH:MM 

1 to 255 1 to 3
Characters

Userid
LANGUAGE 

Segment
CICS 
Segment

Connect 
Groups

Default 
GroupAttributePasswordNameOwner

CICSPUSRCICSPUSRNONEZ1K42ANN SMITHCICSPUSRANN
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CICSPRD    APPLID=ACICSP1

CESN

CICS Sign-On Process

BOB

ANN

CESN

CESN

DFHSIT TYPE=CSECT, 
: :
SEC=YES,
: :
: :
: :

USER
CICSPRD
CICSTST
BOB
ANN

:

CICSPUSR

GROUP
CICSPRDG
CICSTSTG
CICSPUSR

:

APPL
ACICSP1
ACICST1

RACF Data Base

DFHSITP1
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Controlling Access to CICS Regions

CICSTST    APPLID=ACICST1

CESN
CICSPRD    APPLID=ACICSP1

CESN

JIMBO

CICSTUSR

CICSPUSR

ANN
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Defining APPL Profiles

RDEF APPL ACICSP1 OW(CICSADM) UA(NONE)
PE ACICSP1 CL(APPL) ID(CICSPUSR) AC(READ)

RDEF APPL ACICST1 OW(CICSADM) UA(NONE)
PE ACICST1 CL(APPL) ID(CICSTUSR) AC(READ)

Test Region
APPLID=ACICST1

CICSTST

Production Region
APPLID=ACICSP1

CICSPRDCICSADM

CICSPUSR

ANN

CICSADM

CICSTUSR

JIMBO
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Defining Terminal Profiles

RDEF TERMINAL ESWL* OW(CICSADM) UA(NONE)

PE ESWL* CL(TERMINAL) ID(CICSPUSR) AC(READ)

ESWL2137

ESWL2138

ESWL2139

ESWL2135

ESWL2136

CICSPRD

TCTTECESN
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Controlling Sign-On to CICS

• Is user authorized to region (APPL)

• Is user authorized to terminal (TERMINAL)

• SNSCOPE= NONE | CICS | MVSIMAGE | SYSPLEX

DFHSIT TYPE=CSECT, 
: :

SEC=YES,         
APPLID=ACICSP1,

:            :

DFHSITP1

USER
CICSPRD
CICSTST
BOB
ANN

:

GROUP
CICSPRDG
CICSTSTG
CICSPUSR

:

APPL
ACICSP1
ACICST1

RACF Data Base

TERMINAL
ESWL2135
ESWL2138

CICSPRD
APPLID=ACICSP1

CESN

ESWL2138

CICSPUSR

ANN
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The Role of the CICS Region Default User

Transient 
Data

Temporary 
Storage

File 
Control

DL/1

Task Control Storage 
Control

Monitoring Trace
Dump

Journal 
Control 

BMS
Program 
Control

Security 
Management 

Interval 
Control DB2

INQC

CESN
TRNA

?
TRNA

ESWL2135

ESWL2135

BOB
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“Best Practices” for CICS Default Users

• CICS Default user IDs should have access to only a 
minimal set of explicitly permitted transactions 

• CICS Default userids should be defines as both 
“Protected” and “Restricted”

• Each CICS Region should use a uniquely defined 
Default user ID

• CICS Surrogate authorization ensures a fixed 
relationship between Region User ID and specific 
default user

There is no accountability for any transactions 
executed under the Default User ’s author ity
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Identifying the Default User to CICS

:

SEC = YES

APPLID = ACICSP1

DFLTUSER = PRD1DFLT

XUSER = YES

SNSCOPE =

:

DFHSITP1 RACF Data Base

USER
CICSPRD
CICSTST
BOB
ANN
CPRDDFLT

:

SURROGAT
CPRDDFLT.DFHINSTL

Userid
LANGUAGE 

Segment
CICS 
Segment

Connect 
Groups

Default 
GroupPasswordNameOwner

CICSDUGCICSDUGN/ADEFAULT USERCICSADMPRD1DFLT

AU  PRD1DFLT  OW(CICSADM) NAME(‘DEFAULT USER') DFLT(CICSDUG)
NOPASSWORD RESTRICTED
CICS(OPCLASS( ) OPIDENT ( ) OPPRTY( ) TIMEOUT( ) XRFSOFF( )) 
LANGUAGE(PRIMARY( ) SECONDARY( ))
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Surrogate Check for the Default User ID

PRD1DFLT.DFHINSTL     CICSADM       NONE       CICSPRD/READ

SURROGAT Class                Owner             UACC        Access List

RDEF SURROGAT PRD1DFLT.DFHINSTL OW(CICSADM) UA(NONE)

PE PRD1DFLT.DFHINSTL CL(SURROGAT) ID(CICSPRD) AC(READ)

CICSUSER

CICSPRD

?
DFHSIT TYPE=CSECT, 

: :
SEC=YES,         
DFLTUSER=CPRDDFLT,
XUSER=YES,

:            :

DFHSITP1
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CICS System Initialization Parameters

DCT = xx
FCT = xx
TCT = xx
TST = xx
APPLID = ACICSP1
GRPLIST = PRDLIST
CONFTXT=NO
CONFDATA=SHOW
DTRTRAN=CRTX
SEC = YES
DFLTUSER = PRD1DFLT
CMDSEC=ASIS
RESSEC=ASIS
PLTPISEC=
PLTPIUSR=
SECPRFX = NO
SNSCOPE=NONE
XUSER=YES
XTRAN = YES
XAPPC = NO 
XCMD = YES
XDCT = YES
XFCT = YES
XJCT = YES
XPCT = YES
XPPT = YES
XTST = YES
XPSB = YES
PSBCHK = NO

SIT
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Activating Transaction Security

INQC

TRNA

TRNB

:

:

:

SEC = YES

SECPRFX = NO | YES

XTRAN = YES | class

:

:

DFHSITP1 RACF Data Base

Transaction Profiles
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Transaction Authorization in CICS

RACF
SAF

Is User 
Authorized to 

Use this 
Transaction? 

Access 
Request Find Transaction Profile

No - RC=4

No

Transaction Profile Found?

Yes

USERID in Access List ?

No

User's Group(s) in 
Access List ? 

UACC ‘GE’ User's Intent ?

RC=0 - Allow Access

RC=4 - Deny Access

RC=8 - Deny Access

CICS

Yes

Sufficient Authority - RC=0
Insufficient Authority - RC=8

Yes - RC=0
No - RC=8

Yes
Sufficient Authority - RC=0

Insufficient Authority - RC=8



35©2009 Vanguard Integrity Professionals, Inc.

Category 1 transactions
• Internal CICS transactions, for example:

CSKP, CSNE, CSFU, CESC, CATA
• CICS region USERID only must be authorized 

Category 2 transactions
• CICS administration transactions, for example:

CEMT, CEDA, CEDF, CECI, CRTE, CSGM
• Appropriate users must be authorized

Category 3 transactions
• CICS service transactions, for example:

CESN, CQRY, CSAC, CEGN 
• Exempt from security checking

Security requirements for all CICS supplied transactions
are documented in CICS-RACF Security Guide

CICS Supplied Transaction Categories
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CICS Supplied Transactions

No RACF definition 
required

CICS service 
transactions needed 

by all users
3

DFH$CAT2
Mostly for CICS 

technical 
personnel

CECI, CEDF, CEMT, 
and other terminal-
related transactions

2

DFH$CAT1
Only CICS region 
IDs need access

CICS internal 
transactions

1

Sample CLIST 
in SDFHSAMP

Security 
Recommendation

DefinitionCategory
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CICS Category 3 Transactions 
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RACLISTed In-Memory Profiles

Transaction Profiles

INVT.TRNS
OPER.TRNS
WARE.TRNS
CE%%
TRN%
**

Index
1. INVT.TRNS
2. OPER.TRNS 
3. WARE.TRNS 
4. CE%% 
5. TRN%
6. **

Data Space

RACROUTE 
REQUEST=LIST,GLOBAL=YES

RACF Data Base

CICSPRD1
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Defining Member Class Profiles

RDEF TCICSTRN CE%% OW(CICSADM) UA(NONE)

PE CE%% CL(TCICSTRN) ID(SYSPROG) AC(READ)

RDEF TCICSTRN TRN% OW(CICSADM) UA(NONE)

PE TRN% CL(TCICSTRN) ID(CICSPUSR) AC(READ)

RDEF TCICSTRN ** OW(CICSADM) UA(READ)

CE%% UACC=NONE                
SYSPROG/READ

TRN% UACC=NONE         
CICSPUSR/READ

** UACC(READ)

RACF Data Base

RDEF TCICSTRN CEMT OW(CICSADM) UA(NONE)

PE CEMT CL(TCICSTRN) ID(SYSPROG) AC(READ)

RDEF TCICSTRN TRNA OW(CICSADM) UA(NONE)

PE TRNA CL(TCICSTRN) ID(CICSPUSR) AC(READ)

RDEF TCICSTRN INQC OW(CICSADM) UA(READ)

CEMT   UACC=NONE                
SYSPROG/READ

TRNA   UACC=NONE         
CICSPUSR/READ

INQC   UACC=READ
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Grouping Class Profiles

RDEF GCICSTRN SHIP.TRNS UACC(NONE) 
ADDMEM(SH01 MF05 SH02 AC07) 

PE SHIP.TRNS CL(GCICSTRN) ID(SHIPGRP) AC(READ)

SHIP.TRNS UACC=NONE AC07

SHIPGRP/READ MF05

SH01

SH02

GCICSTRN Profile                                                Member List

RACF Data Base



41©2009 Vanguard Integrity Professionals, Inc.

CICSADMN NONE ALL**

CICSADMN NONE FAILURESCE%% OPERSUPP(READ)

SYSPROG(READ)

INVCCICSADMN READ FAILURESWARE.TRNS

INQCCICSADMN NONE FAILURESOPER.TRNS OPERSUPP(READ)

. . . .

Audit Access ListUACCOwnerProfile Name Members

AC07CICSADMN NONE FAILURESINVT.TRNS

MF05

SH01

SHIPGRP(READ)

. . . .

. . . .

. . . .

1

6

4

3

2

A Sample Set of Profiles

MF05

SF02

SF01

MF05

SH01

MSTR

ORDP

STOH

CICSADMN NONE ALLTRN%5

RECVGRP(NONE)
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Index
1. INVT.TRNS 
2. OPER.TRNS 
3. WARE.TRNS
4. CE%% 
5. TRN%
6. **

Data Space

Profile Indexing

Transaction Profiles

INVT.TRNS 
OPER.TRNS 
WARE.TRNS
CE%%
TRN%
**

RACF Data Base

6**

5TRN%

3STOH

1SH02

1SH01

3ORDP

3MSTR

1MF05

3INVC

2INQC

4CE%%

1AC07

Profile 
Number

Resource 
Name
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Adding a New Profile

AC09CICSADM NONE FAILURES

Audit Access ListUACCOwnerProfile Name Members

SHIP.TRNS

INVC
SHIPGRP(READ)

6**

5TRN%

3STOH

1SH02

1SH01

3ORDP

3MSTR

1MF05

3INVC

2INQC

4CE%%

1AC07

Profile 
Number

Resource 
Name

AC09

Transaction Profiles

RACF Data Base
INVC

INVT.TRNS 
OPER.TRNS
SHIP.TRNS 
WARE.TRNS
CE%%
TRN%
**
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Merging Profiles

4

3

Audit Access ListUACCOwnerProfile Name Members

MSTR

ORDP

STOH

INVC

AC09CICSADM NONE FAILURESSHIP.TRNS SHIPGRP(READ)

INVC----------- NONE FAILURES-------------- RECVGRP(READ)

SHIPGRP(READ)

3:4

. . . .

. . . .

. . . .

RECVGRP(READ)

. . . .

. . . .

. . . .

. . . .

. . . .

. . . .

INVCCICSADM READ FAILURESWARE.TRNS RECVGRP(NONE)

Merged Profile for INVC:

Most Restrictive UACC

Least Restrictive ACL Entry Access

Auditing Set if requested by either profile

Warning Set by first profile encountered
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In-Storage Profile Merge

Index
1. INVT.TRNS 
2. OPER.TRNS
3. SHIP.TRNS
4. WARE.TRNS 
5. CE%% 
6. TRN%
7. **

Data Space

Transaction Profiles

RACF Data Base

3AC09

7**

6TRN%

4STOH

1SH02

1SH01

4ORDP

4MSTR

3:4INVC

1

2INQC

5CE%%

1AC07

Profile 
Number

Resource 
Name

INVT.TRNS 
OPER.TRNS
SHIP.TRNS 
WARE.TRNS
CE%%
TRN%
**

MF05
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Finding the Profile for a Given Resource

RLIST  TCICSTRN  INVC  RESGROUP

RESOURCE  GROUPS

-------- ------

SHIP.TRNS  WARE.TRNS

What profile 

protects 

INVC?

TSO VRA;3;11

or

SecurityCenter – Member Xref
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Securing Multiple Regions

z/OS

USER=CICSTST APPLID=ACICST1

CEMT

USER=CICSPRD APPLID=ACICSP1

CEMT

CEMT

CEMT

CEMT

ANN

BOB
RACF Database

Users CICS Tx's

CEMTBOB

ANN

How to give ANN access to CEMT in the 
testing region, but not in production?
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Using Resource Name Prefixing

z/OS

USER=CICSTST APPLID=ACICST1

CEMT

USER=CICSPRD APPLID=ACICSP1

CEMT

CEMT

CEMT ANN

BOB

RACF Database

TCICSTRN class profiles

DFHSITP1

SEC = YES
SECPRFX = YES
XTRAN = YES

DFHSITT1

CICSPRD.CEMT     SYSPROG / READ
CICSTST.CEMT      CICSTUSR / READ

CICSPUSR

SYSPROG

CICSTUSR

SEC = YES
SECPRFX = YES
XTRAN = YES
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Defining Profiles - Resource Name Prefixing

CICSTST.CEMT CICSADM NONE CICSTUSR/READ

Test Region

RDEF TCICSTRN CICSTST.CEMT OW(CICSADM) UA(NONE)
PE CICSTST.CEMT CL(TCICSTRN) ID(CICSTUSR) AC(READ)

TCICSTRN Class Owner UACC Access List

Production Region

RDEF TCICSTRN CICSPRD.CEMT OW(CICSADM) UA(NONE)
PE CICSPRD.CEMT CL(TCICSTRN) ID(SYSPROG) AC(READ)

TCICSTRN Class Owner UACC Access List

CICSPRD.CEMT CICSADM NONE SYSPROG/READ
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Separate Resource Classes

z/OS

USER=CICSTST APPLID=ACICST1

CEMT

USER=CICSPRD APPLID=ACICSP1

CEMT

CEMT

CEMT ANN

BOB

RACF Database

TCICSTRN class profiles

SEC = YES
SECPRFX =
XTRAN = @PRDTRN

DFHSITP1

SEC = YES
SECPRFX =
XTRAN = YES

DFHSITT1

CEMT CICSTUSR / READ

CICSPUSR

SYSPROG

CEMT SYSPROG / READ

T@PRDTRN class profiles

CICSTUSR
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Member 
Class

Grouping 
Class

TCICSTRN ICHERCDE CLASS = TCICSTRN,

GCICSTRN ICHERCDE CLASS = GCICSTRN,

ID = 12,
GROUP = GCICSTRN,
MAXLNTH = 13,
FIRST = ALPHA l ... ,
OTHER = ALPHA I ... ,
POSIT = 5, 
OPER = NO,
RACLIST = DISALLOWED,
GENLIST = DISALLOWED,
DFTUACC = NONE

ID = 13,
MEMBER = TCICSTRN,
MAXLNTH = 13,
.
.
POSIT = 5, 
.
.

RACF Classe Descriptor Table Definitions
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Dynamic Resource Class Definition

RDEFINE  CDT  T@PRDTRN UACC(NONE)
CDTINFO(DEFAULTUACC(NONE)
FIRST(ANY)  OTHER(ANY)
MAXLNTH(13)
GROUP(G@PRDTRN)|
OPER(N0)
DEFAULTRC(4)
ID(128)
POSIT(19)
RACLIST(ALLOWED))

RDEFINE  CDT  G@PRDTRN UACC(NONE) . . .

For the first class added to the dynamic CDT
SETR  CLASSACT(CDT)  RACLIST(CDT)

For additional classes added to the dynamic CDT
SETR  RACLIST(CDT)  REFRESH



53©2009 Vanguard Integrity Professionals, Inc.

Defining Profiles – Installation Defined Classes

CEMT CICSADM NONE CICSTUSR/READ

Test Region

RDEF TCICSTRN CEMT OW(CICSADM) UA(NONE)
PE CEMT CL(TCICSTRN) ID(CICSTUSR) AC(READ)

TCICSTRN Class Owner UACC Access List

Production Region

RDEF T@PRDTRN CEMT OW(CICSADM) UA(NONE)
PE CEMT CL(T@PRDTRN) ID(SYSPROG) AC(READ)

T@PRDTRN Class Owner UACC Access List

CEMT CICSADM NONE SYSPROG/READ
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“Best Practices” for Transaction Security

• Any CICS Transaction should be defined in only one 
RACF profile 

• The use of generic transaction profiles should be 
severely limited  

• Any generic name should be defined in a member 
class profile

• Avoid SECPRFX; Use installation
defined resource classes where
more than one set of transaction
profiles are required
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Default RACF Resource Classes for CICS

WCICSRESRCICSRESCICS Document TemplatesXRES

BCICSPCTACICSPCTCICS STARTed TransactionsXPCT

ECICSDCTDCICSDCTCICS Transient Data DestinationsXDCT

UCICSTSTSCICSTSTCICS Temporary Storage QueuesXTST

KCICSJCTJCICSJCTCICS JournalsXJCT

VCICSCMDCCICSCMDSystem Programming CommandsXCMD

HCICSFCTFCICSFCTCICS FilesXFCT

QCICSPSBPCICSPSBIMS Program specification blocksXPSB

NCICSPPTMCICSPPTCICS ProgramsXPPT

GCICSTRNTCICSTRNCICS TransactionsXTRAN

Group
Class

Member 
Class

Resource Description
SIT 

Parameter
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Activating SP Command Security

CEMT

:

SEC = YES

SECPRFX = NO | YES

XTRAN = YES | class

XCMD = YES | class

:

DFHSITP1 RACF Data Base

Transaction Profiles

SHUTDOWN
TERMINAL
TASK

:

SP Command Profiles
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Steps to SP Command Security

Transaction -
CMDSEC(YES)

SIT -
XCMD=YES

RACF -
Define 
Command 
Security
ProfilesSIT -

SEC=YES
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Specification in Transaction Definition 

CEDA ALTER TRANS(....) GROUP(....) CMDSEC(YES)

View transaction(....) group(....)

OBJECT CHARACTERISTICS

CEDA View

TPUrge : Yes No | Yes

DUmp : Yes Yes | No

TRACe : Yes Yes | No

SECURITY

RESSec : NO No | Yes

Cmdsec : Yes No | Yes

Extsec : No No | Yes

TRANsec : 01 1-64

RSL : 00 0-24 | Public
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Command Security Object Names

IRBATCH

VTAMTCLASSRECONNECTFILE

VOLUMETASKPROGRAMFEPIRESOURCE

TSQUEUESYSTEMPROFILE EXITPROGRAM

TRANSACTIONSYSDUMPCODEPITRACEDUMPDS

TRANDUMPCODESTORAGEPARTNERDUMP

TRACETYPESTATISTICSMONITORDSNAME

TRACEFLAGSHUTDOWNMODENAMEDLIDATABASE

TRACEDESTSECURITYLINECONNECTION

TERMINALRESETTIMEJOURNALNUMAUTOINSTALL

TDQUEUEREQIDIRCAUTINSTMODEL

RDEF CCICSCMD SHUTDOWN UA(NONE)
PE SHUTDOWN CL(CCICSCMD) ID(DCOPS) AC(?)
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Command Security Actions 

AlterCREATE

AlterDISCARD

UpdateRESYNC

UpdateEXTRACT

UpdateDISABLE

UpdateENABLE

UpdatePERFORM

UpdateSET

ReadINQUIRE

ReadCOLLECT

Access RequiredCommand Verb

CEMT PEFORM SHUTDOWN

BILL / DCOPS

RDEF CCICSCMD SHUTDOWN UA(NONE)
PE SHUTDOWN CL(CCICSCMD) ID(DCOPS) AC(UPDATE)
RDEF CCICSCMD ** UA(READ)
PE ** CL(CCICSCMD) ID(SYSPROGS) AC(UPDATE)
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CMDSEC=ALWAYS

DCT = xx
FCT = xx
TCT = xx
TST = xx
APPLID = ACICSP1
GRPLIST = PRDLIST
CONFTXT=NO
CONFDATA=SHOW
DTRTRAN=CRTX
SEC = YES
DFLTUSER = PRD1DFLT
CMDSEC=ASIS | ALWAYS
RESSEC=ASIS | ALWAYS
PLTPISEC=NONE | RESSEC
PLTPIUSR=
SECPRFX = NO
SNSCOPE=NONE
XUSER=YES
XTRAN = YES NO|classname
XAPPC = NO 
XCMD = YES|NO|classname
XDCT = YES|NO|classname
XFCT = YES|NO|classname
XJCT = YES|NO|classname
XPCT = YES|NO|classname
XPPT = YES|NO|classname
XTST = YES|NO|classname
XPSB = YES|NO|classname
PSBCHK = NO

SIT
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Command Security Review

• Activate SP Command Security - SIT Parameters: 
– SEC=YES
– XCMD=YES | classname

• Specify CMDSEC(YES) in the Transaction Definition

• Define RACF Command Class Profiles 
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The Need for Resource Security

File 
Control

CICSTS.MKTFILE

CICSTS.CSTFILECSTFILE

MKTFILE
INQG

TOM

BILL

MKTGRP

CSTGRP

OPTION 1 – MKT

OPTION 2 - CST
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Activating Resource Security for Files

INQG

:

SEC = YES

SECPRFX = NO | YES
XTRAN = YES | class
XCMD = YES | class

XFCT = YES | class

:

DFHSITP1 RACF Data Base

Transaction Profiles

MKTFILE
CSTFILE
**

File Control Profiles
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Steps to Resource Security

Transaction -
RESSEC(YES)

SIT -
XFCT=YES

:
XPPT=YES

:

RACF -
Define 
Resource 
Security 
ProfilesSIT -

SEC=YES
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Specification in Transaction Definition

CEDA ALTER TRANS(INQG) GROUP(DFH$GRP) RESSEC(YES)

View transaction(INQG) group(DFH$GRP)

OBJECT CHARACTERISTICS

CEDA View

TPUrge : Yes No | Yes

DUmp : Yes Yes | No

TRACe : Yes Yes | No

SECURITY

RESSec : Yes No | Yes

Cmdsec : No No | Yes

Extsec : No No | Yes

TRANsec : 01 1-64

RSL : 00 0-24 | Public
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Defining Resource Profiles 

RDEF FCICSFCT MKTFILE UACC(NONE)
PE MKTFILE CL(FCICSFCT) ID(MKTGRP) 

AC(UPDATE)

RDEF FCICSFCT CSTFILE UACC(NONE)
PE CSTFILE CL(FCICSFCT) ID(CSTGRP) 

AC(UPDATE)

RDEF FCICSFCT ** UACC(UPDATE)

DCT = xx
FCT = xx
TCT = xx
TST = xx
APPLID = ACICSP1
GRPLIST = PRDLIST
CONFTXT=NO
CONFDATA=SHOW
DTRTRAN=CRTX
SEC = YES
DFLTUSER = CICSUSER
CMDSEC=ASIS | ALWAYS
RESSEC=ASIS | ALWAYS
PLTPISEC=NONE | RESSEC
PLTPIUSR=
SECPRFX = NO
SNSCOPE=NONE
XUSER=YES
XTRAN = YES|NO|classname
XAPPC = NO 
XCMD = NO
XDCT = NO
XFCT = YES | classname
XJCT = NO
XPCT = NO
XPPT = NO
XTST = NO
XPSB = NO
PSBCHK = NO

FCICSFCT class profiles

CSTFILE UA(NONE) CSTGRP / UPDATE
MKTFILE UA(NONE) MKTGRP / UPDATE
** UA(UPDATE)

RACF Database
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RESSEC Always

DCT = xx
FCT = xx
TCT = xx
TST = xx
APPLID = ACICSP1
GRPLIST = PRDLIST
CONFTXT=NO
CONFDATA=SHOW
DTRTRAN=CRTX
SEC = YES
DFLTUSER = PRD1DFLT
CMDSEC=ASIS | ALWAYS
RESSEC=ASIS | ALWAYS
PLTPISEC=NONE | RESSEC
PLTPIUSR=
SECPRFX = NO
SNSCOPE=NONE
XUSER=YES
XTRAN = YES NO|classname
XAPPC = NO 
XCMD = YES|NO|classname
XDCT = YES|NO|classname
XFCT = YES|NO|classname
XJCT = YES|NO|classname
XPCT = YES|NO|classname
XPPT = YES|NO|classname
XTST = YES|NO|classname
XPSB = YES|NO|classname
PSBCHK = NO

SIT
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Resource Authorization Process

RACFSAF
Is User 

Authorized to 
Use this 

Resource? 

Find Resource Profile

No - RC=4

No

Resource Profile Found?

Yes

USERID in Access List ?

No

User's Group(s) in 
Access List ? 

UACC >= User's Intent ?

Yes
Sufficient Authority - RC=0

Insufficient Authority - RC=8

Yes - RC=0
No - RC=8

Yes
Sufficient Authority - RC=0

Insufficient Authority - RC=8

RC=0 - Allow Access

RC=4 - Deny Access

RC=8 - Deny Access

CICS
Is Resource Security 

Required for This 
Transaction?

(RESSEC=YES)

N S C
O E H
C E
U C
R K
I
T
Y

NO

Is Resource Class 
Specified in SIT?

(XFCT=YES)
(XPPT=YES)

:

NO

YES

YES
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Resource Security Review

• Activate Resource Security - SIT Parameters:
– XFCT=YES
– XPPT=YES
– :

• Specify RESSEC(YES) in the Transaction Definition

• Define RACF Resource Class Profiles 
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Web Resource Security in CICS 

• Document Template Resource Classes
– Default Class Names: RCICSRES / WCICSRES
– SIT XRES=YES | NO | classname & RESSEC(YES)
– Defined with CASE(MIXED)
– Accessed via EXEC CICS DOCUMENT commands
– Document Templates can be retrieved from:

• Partiitioned data sets
• Application or exit programs
• Transient Data queues
• Temporary Storage queues
• CICS VSAM or BDAM Files
• Unix System Services Files

• Access Control for z/OS UNIX files
– SIT XHFS=YES | NO  (Independent of RESSEC)
– Web Client Userids will need ‘read’ access via the UNIX File 

Security Packet or UNIX ACLs
– CICS region Userid always needs ‘read’ access
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CICS Intercommunications

CICSPR1
(TOR) SNA

(VTAM)

z/OS

CICSP1
(TOR)

z/OS

CICSP2
(AOR)SNA

(VTAM)

CICSPR2
(AOR)

Inter-System Communications
(ISC)

Multi-Region Operation
(MRO)
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Transaction Routing

TRNA UCICSF1
(CICSA)

UCICSF2

(CICSB)

CICS Relay 
Transaction 
(DFHCRP) 

TRNA

CEDA DEFINE TRAN(TRNA) 
REMOTESYSTEM(CICSB)

CEDA DEFINE 
TRAN(TRNA)

TOR

AOR
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Function Shipping & DPL

TRNA UCICSF1
(CICSA)

TRNA

EXEC CICS READ 
FILE(FILEA)

CEDA DEFINE FILE(FILEA) 
REMOTESYSTEM(CICSC)

TOR

UCICSF3
(CICSC)

FOR

CSMI

EXEC CICS READ 
FILE(FILEA)

FILEA

CEDA DEFINE PROGRAM(PGMB) 
REMOTESYSTEM(CICSC)

Distributed Program Link
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Defining Intercommunications

UCICSF1      ACICSF1

UCICSNY         ACICSNYCONNECTION 
CICSA

CONNECTION 
CICSN

SESSIONS

SESSIONS

CEDA DEFINE CONNECTION(CICSN)

CEDA DEFINE CONNECTION(CICSA)
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Establishing Connections
CEDA VIEW CONNECTION(NCIC) GROUP(GROUPN)

Connection     : NCIC
Group          : GROUPN                                       
DEscription ==>
CONNECTION IDENTIFIERS                                         
Netname ==> ACICSNY
INDsys ==>                                                      
REMOTE ATTRIBUTES                                              
REMOTESystem ==>                                                            
REMOTESYsnet ==>                                                            
REMOTEName ==>                                                          
CONNECTION PROPERTIES                                          
ACcessmethod ==> Vtam Vtam | IRc | INdirect | Xm
PRotocol ==> Appc Appc | Lu61 | Exci
Conntype ==>                    Generic | Specific                  
SInglesess ==> No                 | Yes                                 
DAtastream ==> User               | 3270 | SCs | STrfield | Lms
RECordformat ==> U                  U | Vb
Queuelimit ==> No                 No | 0-9999                                 
OPERATIONAL PROPERTIES                                         
AUtoconnect ==> No                 No | Yes | All                         
INService ==> Yes                Yes | No                             
SECURITY                                                       
SEcurityname ==>                                                            
ATtachsec ==> Local              Local | Identify | Verify | Persistent      

| Mixidpe
BINDPassword :                    PASSWORD NOT SPECIFIED                  
BINDSecurity ==> No                 No | Yes

APPLID=ACICSF1

FROM 
UCICSF1
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Establishing Connections
CEDA VIEW CONNECTION(SCIC) GROUP(GROUPA)

Connection     : SCIC
Group          : GROUPA                                       
DEscription ==>
CONNECTION IDENTIFIERS                                         
Netname ==> ACICSF1
INDsys ==>                                                      
REMOTE ATTRIBUTES                                              
REMOTESystem ==>                                                            
REMOTESYsnet ==>                                                            
REMOTEName ==>                                                          
CONNECTION PROPERTIES                                          
ACcessmethod ==> Vtam Vtam | IRc | INdirect | Xm
PRotocol ==> Appc Appc | Lu61 | Exci
Conntype ==>                    Generic | Specific                  
SInglesess ==> No                 | Yes                                 
DAtastream ==> User               | 3270 | SCs | STrfield | Lms
RECordformat ==> U                  U | Vb
Queuelimit ==> No                 No | 0-9999                                 
OPERATIONAL PROPERTIES                                         
AUtoconnect ==> No                 No | Yes | All                         
INService ==> Yes                Yes | No                             
SECURITY                                                       
SEcurityname ==>                                                            
ATtachsec ==> Local              Local | Identify | Verify | Persistent      

| Mixidpe
BINDPassword :                    PASSWORD NOT SPECIFIED                  
BINDSecurity ==> No                 No | Yes

APPLID=ACICSNY

FROM 
UCICSNY



78©2009 Vanguard Integrity Professionals, Inc.

Intercommunication Security

• Bind Security
• Link Security
• User Security

UCICSF1      ACICSF1

UCICSNY         ACICSNYCONNECTION 
CICSA

CONNECTION 
CICSN

SESSIONS

SESSIONS
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Bind Security

UCICSF1       ACICSF1 UCICSNY       ACICSNY

BIND RN1

Extract Key 
Encrypt RN1 
Encrypt RN2

+RSP(BIND,ERN1,RN2)

Bind Request

FMH-12(ERN2)

UNBIND

UNBIND

+RSP

OK

OK

NO

NO

USERID                      APPLID USERID                      APPLID

Extract Key 
Encrypt RN1

Extract Key 
Encrypt RN2

Compare 
ERN1

Compare 
ERN2
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Activating ISC Bind Security

DFHSIT TYPE=CSECT, 
: :

SEC=YES,         
APPLID=ACICSNY,

:            :
XAPPC=YES

:            :

DFHSITNY

DFHSIT TYPE=CSECT, 
: :

SEC=YES,         
APPLID=ACICSF1,

:            :
XAPPC=YES

:            :

DFHSITS1

CEDA DEFINE CONNECTION(CICSN) 

GROUP(GROUPN)

ACCESSMETHOD(VTAM)

PROTOCOL(APPC)

NETNAME(ACICSNY)

BINDSECURITY(YES)

CEDA DEFINE CONNECTION(CICSA) 

GROUP(GROUPA)

ACCESSMETHOD(VTAM)

PROTOCOL(APPC)

NETNAME(ACICSF1)

BINDSECURITY(YES)

From SF1 From NY
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Defining APPCLU Profiles

RDEF APPCLU NETSF1.ACICSF1.ACICSNY SESSION(SESSKEY(ABCD1234))

RDEF APPCLU NETNY.ACICSNY.ACICSF1 SESSION(SESSKEY(ABCD1234))

NETSF1.ACICSF1.ACICSNY     ABCD1234  NETNY.ACICSNY.ACICSF1     ABCD1234

Profile Name Key Key

SF1 RACF Database NY RACF Database

Profile Name
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CICS IRC BIND Security

Facility Class
Profile Name Access List

RACF Database

DFHAPPL.ACICSF1    UCICSF1/UPD

UCICSF2/READ

DFHAPPL.ACICSF2    UCICSF2/UPD

UCICSF1/READ

RDEF FACILITY DFHAPPL.ACICSF1
PE DFHAPPL.ACICSF1 CL(FACILITY) ID(UCICSF1) AC(UPDATE)
PE DFHAPPL.ACICSF1 CL(FACILITY) ID(UCICSF2) AC(READ)

RDEF FACILITY DFHAPPL.ACICSF2
PE DFHAPPL.ACICSF2 CL(FACILITY) ID(UCICSF2) AC(UPDATE)
PE DFHAPPL.ACICSF2 CL(FACILITY) ID(UCICSF1) AC(READ)

z/OS 

USER=UCICSF2 APPLID=ACICSF2

Logon
Connect

DFHIRP

USER=UCICSF1 APPLID=ACICSF1

Logon
Connect

DFHIRP
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CICS “Link” Security – ATTACHSEC(LOCAL)

AORTOR

UCICSNY         ACICSNY

SECURITY                                                        
SEcurityname ==> UCICSF1                                                    
ATtachsec ==> Local

UCICSF1      ACICSF1

SECURITY                                                        
SEcurityname ==> UCICSNY                                                    
ATtachsec ==> Local

TRNA

ARTM

ACEE

UCICSF1

ACEE

ARTM

TRNA

ACEE

UCICSNY

CICSPUSR

Link USERID = SECURITYNAME Userid
- or -

If no SECURITYNAME Userid specified:
(or Link USERID Signon Fails)

Link USERID = CICS Default User id
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APPL Profiles for ATTACHSEC(LOCAL)

SF1 RACF Database

APPL Class
Profile Name Access List

ACICSF1 UCICSNY/READ

CICSPUSR/READ

NY RACF Database

APPL Class
Profile Name Access List

ACICSNY UCICSF1/READ

RDEF APPL ACICSF1 OW(CICSADM) UA(NONE)

PE ACICSF1 CL(APPL) ID(CICSPUSR) AC(READ)

PE ACICSF1 CL(APPL) ID(UCICSNY) AC(READ)

RDEF APPL ACICSF1 OW(CICSADM) UA(NONE)

PE ACICSF1 CL(APPL) ID(CICSPUSR) AC(READ)

PE ACICSF1 CL(APPL) ID(UCICSNY) AC(READ)

RDEF APPL ACICNY1 OW(CICSADM) UA(NONE)

PE ACICSNY CL(APPL) ID(UCICSF1) AC(READ)

RDEF APPL ACICNY1 OW(CICSADM) UA(NONE)

PE ACICSNY CL(APPL) ID(UCICSF1) AC(READ)
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Transaction Profiles for ATTACHSEC(LOCAL)

RDEF TCICSTRN TRNA OW(CICSADM) UA(NONE)

PE TRNA CL(TCICSTRN) ID(CICSPUSR) AC(READ)

RDEF TCICSTRN TRNA OW(CICSADM) UA(NONE)

PE TRNA CL(TCICSTRN) ID(CICSPUSR) AC(READ)

RDEF TCICSTRN TRNA OW(CICSADM) UA(NONE)

PE TRNA CL(TCICSTRN) ID(UCICSF1) AC(READ)

RDEF TCICSTRN TRNA OW(CICSADM) UA(NONE)

PE TRNA CL(TCICSTRN) ID(UCICSF1) AC(READ)

SF1 RACF Database

TCICSTRN Profile Access List

TRNA CICSPUSR/READ
NY RACF Database

TCICSTRN Profile Access List

TRNA UCICSF1/READ
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User (Conversation) Security

TOR

Link USERID = SECURITYNAME Userid
- or -

If no SECURITYNAME Userid specified:
Link USERID = CICS Default Userid

Conversation ID = Terminal User’s Userid

UCICSNY         ACICSNY

SECURITY                                                        
SEcurityname ==> UCICSF1                                                    
ATtachsec ==> Identify

UCICSF1      ACICSF1

SECURITY                                                        
SEcurityname ==> UCICSNY                                                    
ATtachsec ==> Identify

TRNA

ARTM

ACEE

UCICSF1

ACEE

ARTM

TRNA

ACEE

UCICSNY

CICSPUSR

ACEE

ARTM

AOR
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APPL Profiles for ATTACHSEC(IDENTIFY)

SF1 RACF Database

APPL Class
Profile Name Access List

ACICSF1 UCICSNY/READ

CICSPUSR/READ

RDEF APPL ACICSF1 OW(CICSADM) UA(NONE)

PE ACICSF1 CL(APPL) ID(CICSPUSR) AC(READ)

PE ACICSF1 CL(APPL) ID(UCICSNY) AC(READ)

RDEF APPL ACICSF1 OW(CICSADM) UA(NONE)

PE ACICSF1 CL(APPL) ID(CICSPUSR) AC(READ)

PE ACICSF1 CL(APPL) ID(UCICSNY) AC(READ)

RDEF APPL ACICNY1 OW(CICSADM) UA(NONE)

PE ACICSNY CL(APPL) ID(CICSPUSR) AC(READ)

PE ACICSNY CL(APPL) ID(UCICSF1) AC(READ)

RDEF APPL ACICNY1 OW(CICSADM) UA(NONE)

PE ACICSNY CL(APPL) ID(CICSPUSR) AC(READ)

PE ACICSNY CL(APPL) ID(UCICSF1) AC(READ)

NY RACF Database

APPL Class
Profile Name Access List

ACICSNY UCICSF1/READ

CICSPUSR/READ
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Transaction Profiles for ATTACHSEC(IDENTIFY)

RDEF TCICSTRN TRNA OW(CICSADM) UA(NONE)

PE TRNA CL(TCICSTRN) ID(CICSPUSR) AC(READ)

RDEF TCICSTRN TRNA OW(CICSADM) UA(NONE)

PE TRNA CL(TCICSTRN) ID(CICSPUSR) AC(READ)

RDEF TCICSTRN TRNA OW(CICSADM) UA(NONE)

PE TRNA CL(TCICSTRN) ID(UCICSF1) AC(READ)

PE TRNA CL(TCICSTRN) ID(CICSPUSR) AC(READ)

RDEF TCICSTRN TRNA OW(CICSADM) UA(NONE)

PE TRNA CL(TCICSTRN) ID(UCICSF1) AC(READ)

PE TRNA CL(TCICSTRN) ID(CICSPUSR) AC(READ)

SF1 RACF Database

TCICSTRN Profile Access List

TRNA CICSPUSR/READ

NY RACF Database

TCICSTRN Profile Access List

TRNA UCICSF1/READ

CICSPUSR/READ
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Signon Status – ATTACHSEC(IDENTIFY)

TOR

UCICSNY         ACICSNY

SECURITY                                                        
SEcurityname ==> UCICSF1                                                    
ATtachsec ==> Identify

UCICSF1      ACICSF1

SECURITY                                                        
SEcurityname ==> UCICSNY                                                    
ATtachsec ==> Identify

ARTM

ACEE

UCICSF1
ACEE

UCICSNY

CICSPUSR

ACEE

ARTM

AOR

: :
SEC=YES,         
APPLID=ACICSNY,

:            :
USRDELAY=30

DFHSITNY
SIGNOFF
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Intercommunication Security Reveiw

• Bind Security
– ISC - APPCLU profiles 
– IRC - DFHAPPL.applid profiles in FACILITY class

• Link Security
– ATTACHSEC(LOCAL)

• User (Conversation) Security
– ATTACHSEC(IDENTIFY)
– Provides accountability for transaction usage
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Thank You!

Grazie

Japanese

Thank You
English

Merci
French

Russian

Danke
German

Italian

Gracias
Spanish

Obrigado
Brazilian PortugueseArabic

Simplified Chinese

Traditional Chinese
Hindi

Tamil

Thai

Korean
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sales@go2vanguard.com


